O

D

DOMACEHO

MILACIKA, CEZ
SOCIALISTICKE HESLA

AZ K CIPOVANIU
POPULACIE




» Skola
» 7S Kosickd
» GJH
» Matfyz
» Prdca
» Slovak Telekom
» GJH - este stdle?
» Hobby
» Folklor

» Swing



Autentifikacia

proces, ktory zabezpecuje a » NiecCo Co viem
tvrdzuje totoznost L. . ,
PO .. J , » NieCco Co madm
pouzivatela
» Nieco co som

Pre fajnSmerkov: aky je rozdiel
medzi autentifikdciou a Najpouzivanejsiae PreCo?
autorizdciou?



» Kolko Uctov mdate?

» GJH, gmail, FB, banka,
Linkedin, Instagram, Skype,
Dropbox, Deezer/Spotify,
Netflix, ...

» Alza, Aliexpress,
Ticketportal, DropBox,
WizzAir, ApplelD, Uber,
Airbnb, Blablacar, MJj
telekom, ...

» Kolko hesiel mate?
» Kolko réznych hesiel matee

» Statistika*
>
>

>

1 email ~ 118 Uctov

Kazdych 5 rokov sa pocet
zdvojndsobuje

PocCet hesiel
» 11% jedno heslo

» 49% dve hesld (senzitivhe a
nesenzitivne)

» 40% Co sluzba to heslo
*https://digitalguardian.com



Top Hesld (2015)*

123456
password
12345678
gwerty
12345
123456789
football
1234
1234567
baseball
welcome
1234567890
abc123

14, [RRRRR

15, Tgaz2wsx
16. dragon
17. master
18. monkey
19. letmein
20. login

21. princess
22. gwertyuiop
23. solo

24, passwOrd
25. Starwars

*SplashData



Top Hesla (2016)*

1. 123456 14, abc123 (-1)

2. password 15. admin (nové)

3. 12345 (+2) 16. 121212 (nové)

4, 12345678 (-1) 17. flower (nové)

5. football (+2) 18. passwOrd (+6)

6. gwerty (-2) 19. dragon (-3)

7. 1234567890 (+35) 20. sunshine (nové)
8. 1234567 (+1) 21. master (-4)

9. princess (+12) 22. hottie (nové)

10. 1234 (-2) 23. loveme (nové)
11. login (+9) 24. zaqlzagl (nové)
12. welcome (-1) 25. passwordl (nove)
13. solo (+10)

*SplashData



Top Hesla (2017)*

123456

password
12345678 (+1)
gwerty (+2)
12345 (-2)
123456789 (nove)
letmein (bolo v 2015)
1234567

football (-4)
lloveyou (nové)
admin (+4)
welcome

monkey (bolo v 2015)

20.

21.

22.

23.

24.

25.

Login (-3)
abc123 (-1)
starwars (bolo v 2015)
123123 (nové)
dragon (+1)
passwOrd (-1)
master (+1)
hello (nové)
freedom (nové)
whatever (nové)
gazwsx (nové)

trustnol (nové)

*SplashData



vV v v Vv

Muzi vs. zeny
Vek

Mend rodinnych prislusnikov
Mend domdacich mildcikov
Dovolenkové destindcie

Datumy narodenia



Komplexita

» Ale ved nové registrdcie mi » Malé znaky
nedovoluju dat tak lahke > Velké znaky
heslo _

» Cisla
» Specidlne znaky

» Heslova politika

» Politikae V informatike?
» Ajdizka hesla
» Ajdizka platnosti



Dobre heslo! Dobre hesloe

» Vysokd komplexita ~ dobré heslo?
» Nie tak celkom

» Vetaq, fraza, replika

» nech-Zije-1.maj-sviatok-prace

» Nemenit



Dobre heslo! Dobre hesloe

WAS IT TROMBONE? NG,
TROUBADOR, AND ONE OF

Oo0oo0ooooobooooo

UNCOMMON

(|

(Ngs‘g’mf’”) UNKNOWN SRR | THE Os was A ZERG?
N ””;;, wsl; AND THERE WAS
=3 T SOME SYMBOL...
4 T?”@Ub or & 1000 GUESSES /sEc
> VySOkO |< 4d 3 (mmammmmn{st%mrﬁ
CAPS? G)I’IHON MMERF\L m«,;z;"“n‘lim“?? mﬁm’;&m‘
. a 5UBG'HTUTONS ooo VSER S0UD kogRY foac)
» Nie fak oog PONCTURTION | | DIFFICULTY T0 uess: | | DIFFICULTY To REMEMBER:
(DU CAN AOD A FEW) MORE Bs To sl EAS\{ HF\ D
B o A s s BarATS) s R

» Vetaq, frq;

~ Y4 BITS OF ENTROPY
.o oooooopoooo

> neCh_lee OoOoOooooon
oooooooonoo

cor_rect horse ba’cterg staple

_____ ——

M ooooo Ooooono Doooon Ol ..._._ oooooooooo
> NemenIT '.'IL]US. i:'.:_I:JJ.:-f!_—! oo I'J_ I 10010 - 2"4:%\{&;”
\ FOUR Ra ' / 1000 GUESSES/sEC
COMFION WORDS DIFFICOLTY To GUESS: D"“'F":;LUT: 0 REMEMBER:
£ ALREADY
HHRD MEMORIZED IT

THROUGH 20 YEARS CF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT ERSY FOR COMPUTERS Tb GUESS.



Dobre heslo! Dobre hesloe

uam:;iﬁcuéurtﬁorﬁl:_m::: - ~ 28 BITS OF ENTROPY WAS IT TROMBONE? NO,
oooooono TROUBADOR, AND ONE OF
ORDER oooopoood o
(Now-GIBBeRsH) - THE Os WAS A ZERD?
UNKNOWN ooo ooo :
BASE WORD h \
B e N oy
. | TrQub4dor &3 1000 GUEeeES s
> Vysokakle T rTT R | et
CAPS? GSI’IHOI\I ::&N 4 mérgm 1% NOT WHAT THE
> > SOeTTUToNg | N | | AR R

@ PASSWORDS ARE LIKE

g% UNDERPANTS

Fhanna tham aftan keep them private and never share them with anyone.



A ako si to zapamatdm?

» Password manger
» 1 heslo extra super ultra ndrocné, ktoré si pamatdm

» Ostatné (hlavne nezapamdatatelng) v databdze

» Demo



A ako si to zapamatdm?

-
@l MyDatabasekdb - KeePass =

File Edit “iew Toolz Help
oH e |@u|a|@ @ s .
E'b EE”E’E" | Title Uszer Mame Pazzword URL Motes
e W ind o T : .
) Network = il
Internat @ Sample #40  Anonymous Lf_, Copy Uzer Mame Cirl+B
=y eMai I’,'é_ﬂl sample #43 - Anonymous W Copy Password CHrl+C

.88 Homebanking = ||| 97 Sample 46 Anonymous o
Eldg 0 Group 97 Sample #51  Anorymous w68 Open URL(s) Sy

-] 1 Group %Sample #54  Anonpmaous o
EI@ 3 Group L_1Sample #56  Ananpmous “ @

: == Pert Auto-T Crl+Y

@ 4 Group — || [E] Sample #60  Anonymous s Ty TEMAIN ALto-YPE '

- raup ample NORYMIOLE i T ity rl+

EIQ?E_G Sample #75 A Add E Crl+Y

Feeens w ?GrDUFI ?Sample ﬂﬂz .‘I:".nl:ln_lr'mﬂus e "L{ Edlt"'-.-"lew Entr}" HEturn

@ B Group —_;.-:1' Sample #234  Anonymous . _

LR 9 Group :-:.: Sample #32  Anonymous = £ Duplicate Entry Crl+k.
Efl"'% ::3 ETDUF‘ [ Sample #95  Anonymous = & Delete Entry Ctrl+D
- Toup - || B —_—

= ﬁﬁample H1... Anonymous i Modify &l Selected..
Group: Metwork, Title: Sample §37, User Name: Anorymous, Password
15:47:.07, Last Modification: 2013-07-15 14:17:54, Last Access: 20130 SelectAll Ctrl+A
Some Mates ~, FEindin Database... Ctrl+F
Q) ind in thiz Group... tl+shift+
1 Findin this G Ctrl+Shift+F

Total: 106 groups f 1298 entries

1 of 197 zelected

Rear

Bearrange




Socidlne Ondlepkovany

inzinierstvo monitor Oko vidi
Mail
Telefonat I —
| DeseTor
Phs S\Wero -

!r%wols <89 |




IMAMUK
L ’




Kamera / diktafon

Socidlne inzinierstvo (ano,
znoval)

» Syndrom muza s rebrikom

» Syndrom muza v reflexnej
veste

Key logger (sw,hw)
» 369% (free shipping)

PoCUvam na sieti (COAX)




Online / offline

» Uniknutd databdza
Hrubd sila (brute-force)
Slovniky

» Top Imil.

» Mend

» Psy, macky, rybicky

» Chemické zluCeniny

Hybrid — paterny

» Exira herny PC (solidny MD +
8x GPU)

» MDS5 -200.3 GH/s
» SHAT -68.77 GH/s
» SHA3-6.4956 GH/s
>

PBKDF2-HMAC-SHAS512 -
3450.1 kH/s

» Pre fajnsmekrov:
» Hash

» Time-memory trade-off



Skutocne chceme iba hesla?

» Mdme gjiné metddy (nieCo ¢o mam, nieCo Co
som)

» Smart karty

» Tokeny

» Oflacky

» Podkozné Cipy
» 2FA



ZAujimavosti

nbusr123

Vymenili mi monitor, neviem sa prihldsit
Na “verejnych miestach” - video
Maximdlna dizka hesla

Odtlacok mrtveho muza

vV v v v v


https://www.linkedin.com/feed/update/urn:li:activity:6407883257219809280/

Dakujem zo
POZOrnost

OTAZKY & ODPOVEDE




